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ABSTRACT 
 

The usage of Unmanned Aerial Vehicles/Systems (UAV/S) is growing rapidly in 
many areas of civilian life.  From enjoyment of flying to aerial photography, racing and 
use by first responders to find lost humans.  While there are numerous valid and 
useful uses for UAV/S, the usage in illegal ways are growing seemingly just as fast. To 
counteract the illegal activity, such as terrorism, Counter Unmanned Ariel Systems 
(CUAV) are being developed.  Many of these are expensive, not accessible and very 
limited for civilian use.  In this paper, a UAV velocity-based threat detection system is 
developed using common off-the-shelf devices with extensive open source software 
available.  The aim is to develop useful, low cost, accessible CUAV sensors and 
systems which are available to all first responders. 
 
 
INTRODUCTION 
 

Unmanned Aerial Vehicles/Systems (UAV/S) are used in various fields from aerial 
photography to agriculture. Recently, different groups have begun to use the vehicles 
for criminal activity or terrorism, as they are highly functional, inexpensive and 
accessible. Activities include delivering contraband over the walls of prisons, political 
assassination, flying IED’s and illegal surveillance, among others.  Recent events, 
such as illegal landings at the White House (Leonnig 2016) (Schmidt 2016), spur new 
research into development of deterrents and countermeasures. 

To counter these illegal uses of UAVs, new sensors and procedures are being 
actively developed.  Setting up and developing barriers around physical infrastructure 
provide a distance between the bad UAV entering a contested airspace and the actual 
target, of the UAV’s destructive capability.  There are a number of detection modes 
under development, such as acoustic, radar, Lidar, but the ability to detect and track a 
small UAV is problematic.  As UAV’s can typically take a non-ballistic trajectory 
towards a target, the time from entry into the airspace and kinetic intersection with the 
target can vary. 

In response to the White House landing, a complete prototype was constructed 
(Goppert 2017) which recorded the first autonomous air-to-air, fully autonomous CUAV 
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system, with a confirmed kill, using both synthetic aperture radar and Lidar as detection 
systems.  But, the lessons learned from that experience realized that the threat is a 
formidable challenge, especially in a regret free civilian environment.   

New sensors were built to develop CUAS systems, such as vision based 
systems (Wagoner 2017) (Li 2018), object classification systems using radar data (Han 
2019), acoustic detection systems (Yang 2019), and even agent based modeling (Shin 
2016). The development has also gone towards developing stealth drones to test the 
sensors in a red team versus blue team scenario. 

Understanding and managing the time from initial detection to target 
intersection can give precious moments to manage and actively mitigate the threat, 
either in taking down the UAV or applying preventive or counter measures.  This work 
looks at an active velocity radar system that can continuously detect the velocity of the 
inbound UAV, to determine; 1) approximate time to intersection 2) the trajectory velocity 
pattern of the vehicle.  Given these two elements of information, the system can infer 
the danger window of the threat and if the inbound craft is actually a threat, within a 
reasonable boundary.  This work is also meant to be accessible to all first responders 
in terms of cost and usefulness. 

While the research area to develop counter-UAV applications lags the 
development of UAV technology that can be used in a dangerous or illegal manner, the 
growth of companies and specific technologies has been exponential, in the last few 
years.  While there are a lot of companies and organizations developing CUAV 
sensors, weapons and systems, most of them are aimed at military grade applications 
and not civilian or low regret environments.  Of the civilian focused solutions, there are 
few that work, in a general sense, and are not focused on a specific, easily defeatable 
trait, such as purely electronic warfare or GPS denial. 

Another area of interest is that of accessible, cheap or disposable solutions that 
any first responder group such as police, fire or emergency services can afford, deploy 
and manage.  This proposal fits in the category of accessible CUAV technology, 
aimed at the regret-free, civilian application space. 

Using deceleration (Wortman 1994) is a simplified way to classify small UAV’s 
(Dalamagkidis 2014) and provide an accessible alternative to other common products. 

The remainder of this paper will examine the realization of the velocity based 
system.  That is followed by results from initial testing of this system.  Finally, the 
conclusions will be discussed. 
 
 
REALIZATION 
 

To realize the initial prototype of this system there are two main elements.  The 
first element is a sensor to detect the instantaneous velocity of an in-bound UAV.  The 
second is an agent to take the velocity vt and vt-1 and compare them at each 1 second 
intervals.  The agent then gives a discrete warning level indication.  While this is a 
short evaluation period, often the time from initial detection to target arrival is a very 
short time, for example 20-30 seconds.  This work is done in a rural setting with 
extensive trees and forested areas, so as not to be a trivial open-field scenario. 
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Velocity Sensor 
 

The overall sensor system, shown in Figure 1, is largely consisted of the 
Bushnell Radar Gun (Bushnell 2019), an off-the-shelf product designed to measure the 
velocity of a baseball at up to 300 yards.   

 

 
Figure 1: Bushnell radar gun with Arduino Leonardo board 

 

The Arduino Leonardo (Arduino 2019) extracts the detected speed from 
Bushnell radar gun’s LCD screen and records the vehicle velocity and timestamp of the 
detection.  In order to obtain the speed information detected from the Bushnell Radar 
Gun, the radar gun’s LCD screen data was taken from the digital speed information of 
the numbers displayed on the screen.  An Arduino Leonardo was used to interface 
with the radar gun in this process, initially designed by Kevin Darrah, as shown in 
Figure 2.  In “sniffing” the LCD screen, 11 analog inputs are required for the LCD the 
Arduino Leonardo which has 12 analog inputs, was selected.  

 

 
Figure 2: Schematic of velocity sensor 
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Before configuring the system for detecting UAV velocity data, the sensor was 
tested to track larger objects, such as cars and humans, and even balls, are varying 
velocities.  This process was done to validate the construction and measure again 
verifiable velocities primarily with cars, shown in Figure 3.  
 

  
Figure 3: Prototype sensor in initial testing 

 
To complete the sensor, the Bushnell Radar Gun was opened.  The gun is 

largely composed of the radar horn, LCD screen, trigger switch, and multiple circuit 
boards.  To interface with the LCD screen, the LCD display, which is located in the 
back of the radar gun, is soldered onto the 11 analog inputs.  As you can see in Figure 
2, the LCD screen has 11 inputs right underneath the display.  The connections are 
soldered onto the 11 analog inputs from the back of the display, and to the GND 
located right next to these inputs on the left bottom side.  The best power source from 
the radar gun’s battery stack was selected to be two C type batteries.  Once all the 
analog inputs and the ground  
 

 
Figure 4: Output of speed and timestamps from the velocity sensor 
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connection is soldered onto the backside of the LCD display, where each wire can be 
connected to the Arduino Leonardo as depicted in Figure 2.  Once this process is 
complete, the Arduino is connected to a computer through a micro USB connector, and 
obtain the speed data detected from the radar gun through the Arduino serial monitor.  
The uploaded software deciphers the digits displayed on the LCD screen to numbers it 
represents. In Figure 4, the serial monitor showing the detected speed information 
displayed on the LCD screen along with a timestamp, is shown. 

With all connections complete for the “sniffing” process, the LCD display (digital 
PCB) is put back into the radar gun.  Figure 5 shows the radar gun finished with the 
interfacing phase.  The outer shell case, of the radar gun, was modified to maintain 
the modifications made in interfacing with an Arduino.  Figure 5 shows the final 
version of the radar gun prototype.  It shows that the Arduino Leonardo is located on 
the outside of the radar gun, at the side of the handle. 

 

 
Figure 5: Complete gun in test mode 

 
Velocity Evaluation Agent 

Paired to the sensor is the velocity evaluation agent which interprets the raw 
velocity data coming from the sensor.  The agent’s responsibility is to determine, 
based on the comparative velocity data, from velocity vt and vt-1 and compare them at 
each 1 second intervals.  The agent then gives a discrete warning level indication.  
The sensor will continuously sample the velocity of the UAV within it field and send 
data every time there is a velocity change of more than 1 mile per hour, for both 
approach and moving away from the target.  The sensor will not detect vertical data 
well. 

The main current function of the evaluation agent is to determine whether the 
agent, at any given time interval, has a threat rating in the set T={Low, Minimal, 
Moderate, High} or it cannot be measured by the sensor accurately. 
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Figure 6 shows the interaction between the sensor and the evaluation agent.  

There are two inputs to the agent when velocities are detected.  When there is a 
detection and data is sent, the agent first checks to determine is the velocity is less 
than 7 MPH.  In that case, the UAV cannot be monitored by this sensor.  If the 
velocity is greater than 7 MPH, then the Vcurrent is compared to Vprev.  If current velocity 
is deemed greater than previous, it indicates the UAV is accelerating, and is deemed a 
High Threat.   

 

 
Figure 6: System logic interaction between sensor and velocity agent 

 
If Vcurrent is less than Vprev, then the UAV is sensed to be decelerating.  A UAV 

that is decelerating towards a potential target is deemed a lower threat.  But, the 



The 2019 World Congress on 
Advances in Nano, Bio, Robotics and Energy (ANBRE19)
Jeju Island, Korea, September 17 - 21, 2019

amount of current time deceleration will determine if the threat is either Low, Minimal or 
Moderate. If the deceleration is greater than or equal to 10 mph, then it is considered a 
Minimal Threat.  If it is less than 10, but greater than 7, it is considered to be Low 
threat.  If the deceleration is not in these ranges, it is determined, by the agent to be a 
Moderate threat, because it cannot be validated less than that. 

At each iteration through the evaluation agent, stimulated by new data, the 
agent will post a new status and will show the history of the status’ to see the trend of a 
UAV’s velocity toward a target.  Currently, this trend is intended to be monitored by a 
human, but the ability for the system to determine greater threats will eventually be built 
in.  This is shown in Figure 7, which is some example data for a test run of the system. 
 

 
Figure 7: Example execution of the evaluation agent through a scenario 

 
Table 1 shows the threat levels for each of the graphical intervals from Figure 7.  

This running threat level gives a update every time the velocity changes or can also be 
set each second interval.  The former was chosen to reduce the number of updates.  
The latter would be more helpful in recognizing trends but will be for future work. 
 

Time Vcurrent Difference Threat 

1 24 24 High 

2 29 5 High 

3 25 -4 Low 

4 26 1 High 

5 28 2 High 

6 20 -8 Low 

7 8 -12 Moderate 

8 0 -8 Low 

Table 1: Example data 
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The data shows that the sensor and agent can form a system to actively 
interpret the inbound velocity or a small UAV and make a determination, based on that 
velocity, if there is an active threat. 
 
 
RESULTS 
 

The testing and experimental evaluation and validation of this system was 
designed in a non-trivial environment to give a more realistic test of whether the sensor 
and agent could successfully collaborate and detect small, class 1 UAV/S at a 
reasonable range.  In this section, the test location, design and basic experimental 
results will be shown. 

  
Test Location 

The location chosen to conduct the test was an agricultural area with 
surrounding forest and a break between the dense forest canopy and a mature corn 
field with greater than a 300 yard range, shown in Figure 8.  The trees and foliage 
provided a more challenging environment to use the sensor, due to reflection and 
blocking. 
 

 
Figure 8: Test Range for experiments 
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Equipment 

The Bushnell sensor was originally designed to detect a baseball travelling at 
high speeds with a range of more than 300 yards.  For this work the density detection 
of a baseball is radically different than a small UAV.  One of the first discoveries was 
what size and approximately what range can a UAV be detected and make the system 
possible.  The UAV’s tested in this work were of several models, differing based on 
size, but all were vertical takeoff and landing (VTOL) quadrotors.  In testing some 
small versions, such as from Syma, the density, weight and size combination was so 
light that there was no detection, even at short distance and acceptable velocity.  So, 
the DJI Phantom series (Phantom 2016) was used which provided good results with 
the sensor agent system. 
 
 
Experiments 

The experiment started with inbound approximately straight line flights at a 
target from ranges of 100 yards to 300 yards.  If the velocity was near constant, there 
will only be 1-2 readings because the velocity was not accelerating or decelerating.  
For example, Figure 9 shows a simple case like this. 
 

 
Figure 9: Constant velocity 

 
Table 2 shows the simple data in this case.  Once the first velocity is taken, 

and it is constant throughout the experiment, the threat will remain high until the UAV 
reaches the target.  The velocity is 25 mph and constant, which is realistically fast for 
many common UAV systems. While this may seem trivial, it is a common trajectory for 
malicious UAV’s, so it is valid. 
 

Time Vcurrent Difference Threat 

1 25 25 High 

2 0 -15 Low 

Table 2: Constant velocity 
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The next possiblility is if a UAV takes off and continuously accelerates towards 
the target, as shown in Figure 10.  As Vcurrent > Vprev continuously, the threat level will 
always remain high.  By the time the final measurement is reached the threat level will 
reduce, but it is too late because the UAV has probably intersected with the target by 
then. 
 For a variable acceleration and deceleration trial, the velocity will go up and 
down commonly.  In Figure 11 this is visually depicted and in Table 3 the threat levels 
for each interval are shown.  In this case, the evaluation is more complex because it 
will toggle between states, at each interval, but this can establish a later trend versus  
 

 
Figure 10: Constant Acceleration 

 
 
 

 
Figure 11: Variable velocity 
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Time Vcurrent Difference Threat 

1 42 42 High 

2 29 -13 Minimal 

3 28 -1 Moderate 

4 23 -5 Low 

5 25 2 High 

6 18 -7 Low 

7 15 -3 Moderate 

8 7 -8 Low 

9 0 -7 Low 

Table 3: Variable Acceleration/Deceleration 
 
 

that continuous threat level of the constant velocity model.  While there is a fourth 
model that could be examined, constant deceleration, is it similar to the variable 
acceleration/deceleration in this case. 
 During these experiments, over 60 individual runs were completed and each fit 
into these models.  The next step will be to identify the trends and automate how that 
can infer predictive models, based on the cases run.  The range of detections is not 
what was desired, typically not being capable of detecting past about 140 yards from 
the target.  This limits the time to target and the time to evaluate the threat levels.  
While the range was a shortcoming, the overall system performed well, but can always 
be improved. 
 
 
CONCLUSIONS 
 
 This research sought to take inexpensive off-the-shelf and commonly available 
technology and develop a useful CUAV/S sensor apparatus capable of detecting 
inbound velocities of malicious class 1 UAV’s.  Further, adding new capability to the 
tool set of first responders and emergency personnel for dealing with malicious or 
dangerous UAV activity. 
 The sensor and evaluation agent were constructed and tested, to a great extent, 
albeit on a limited set of class 1 UAV’s.  The tests worked to show that the system is 
viable, but with some limitations.  Further investigation into other detectors and 
integration packages potentially can extend the range and also the ability of the system 
to accurately detect and gather velocity data on any number different UAV’s proceeding 
towards a specific target in a civilian space. 
 Probably the key finding is a velocity detection technology is viable and can 
work.  If paired with other technology, such as acoustic detection nodes, the range 
issue could be minimized and the velocity detection could focus on a particular sector 
of the space to great maximize the evaluation of threat levels of the inbound UAV. 
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